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IC-7300MK2 — Test Report

The IC-7300 was unique when it was released in 2016. It was the first SDR transceiver at an
affordable price and remains the best-selling transceiver of all time. However, the technology and
performance of other manufacturers have since caught up, and ICOM is attempting to regain this
position with the IC-7300MK2. Externally, the IC-7300MK2 looks almost identical to its
predecessor but boasts significantly more features, such as the ability to connect an external
monitor via HDMI, a built-in CW decoder/decoder, a separate antenna connector, a high-speed
USB Type-C port, and perhaps most importantly, an integrated server with an Ethernet LAN
connection. Additionally, the receiver features improved dynamic ranges (RMDR), and the
transmitter has reduced sideband noise (SBN).

The following section tests the RF characteristics of the transceiver and the remote control
using the RS-BA1 software.

Measurements at the receiver

Sensitivity (MDS)

MDS (Minimum Detectable Signal) corresponds to the smallest detectable signal that is still
perceptible within the background noise of a receiver. To measure the sensitivity, the generator
and receiver (operating in CW mode, B=500Hz) are tuned to the same frequency, resulting in a
superimposed tone of approximately 600Hz. The generator signal is then reduced until the audio
output voltage on the voltmeter increases by a factor of only 1.414 (20log U2/U1), which
corresponds to a (S+N)/N of +3dB. The receiver's sensitivity (MDS) then corresponds to the set
level of the RF generator. For example, at f=7.1MHz, this results in an MDS of -131dBm/500Hz.

RMS
RF generator CW, B=500Hz Voltmeter

+3dB

fe=1.9...70.1MHz

Figure 1: Measurement of sensitivity
The following sensitivities were determined in the bands from 1.9 to 50.1 MHz:

Settings: CW, RBW=500Hz, ATT off, NR off, NB off

1.9MHz 3.7MHz 7.1MHz 14.1MHz 21.1MHz 50.1MHz

AMP off -131dBm -130dBm -132dBm -132dBm -132dBm -131dBm
AMP 1 on -141dBm -140dBm -141dBm -141dBm -141dBm -141dBm
AMP 2 on -141dBm -142dBm -143dBm -143dBm -142dBm -142dBm
IP+ on, AMP off -126dBm -127dBm -131dBm -131dBm -132dBm -131dBm

Table 1: Sensitivity (MDS) with/without preamplifier (AMP1/2) and IP+
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Noise figure (NF) and noise factor (F)

Noise figure and noise factor are determined using a noise generator that produces a
constant noise band from 0-100MHz with a noise voltage of 1mVe; / 0-100MHz = -47dBm/
0-100MHz.

As an example, the receiver's noise figure is determined at fe = 14.2 MHz, SSB, B = 2.4 kHz. To
do this, set the frequency to fe = 14.2 MHz and adjust the receiver's output noise to a fixed
value (reference) of, for example, 100 mV (or 0 dB) on the RMS voltmeter using the volume
control. Then connect the noise generator to the receiver and reduce the noise level using the
attenuator until the voltage reading on the RMS voltmeter increases by a factor of V2 = 1.414,
i.e., from 100 mV to 141.4 mV, or on a logarithmic scale from 0 dB to 3 dB (20 log 1.414 =3
dB). The noise generator level then corresponds to the receiver'snoise level.

Noise generator fe=14.2MHz RMS
fNoise= 0-100MHz SSB, B=2.4kHz Voltmeter

+3dB

Uer=1mV

Figure 2: Determination of noise measure and noise factor

This was done with a set attenuation of 30dB, resulting in a noise power of Pygise= -47dBm/100MHz -
30dB attenuation = -77dBm/100MHz and based on a 1Hz bandwidth

Pnoise= -77dBm - 10log100000000 = -157dBm/Hz

The resulting noise figure of the receiver is then calculated from the difference between the injected
noise power of -158dBm/Hz and the theoretical noise limit of -174dBm/Hz.

Noise figure = -158dBm/Hz - (-174dBm/Hz) = 16dB

corresponding to a noise factor to be calculated of

Noise factor (F) = 10Noise figure/10=1016/10= 40

In other words, the signal-to-noise ratio of a received signal deteriorates by 16dB, or a
factor of 40, between the input and output of the receiver.

By adding preamplifiers (AMP 1/2), the noise figure is significantly reduced.

Settings: fe=14.2MHz, SSB, RBW=2.4kHz

AMP off AMP1 on AMP2 on

Noise figure (FdB) 16dB 6dB 3dB

Noise factor (F) 40 4 2

Table 2: Noise figure and noise factor in the 20m band with and without amplifier

Note: The noise figure can only be determined using a calibrated noise signal. If a noise
generator is not available, in practice the noise figure is often calculated using the
sensitivity (MDS) and the equation "Noise Figure = MDS - 10log RBW - (-174 dBm/Hz)"
or, simplified for B=2.4 kHz, "Noise Figure = MDS + 140 dB". When using these
equations, it is assumed that the "resolution bandwidth" and the "noise bandwidth" is the
same, which is not the case in mostinstances. If these equations are used, errors of up
to 2dB can occur.
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Sideband noise (RMDR and SBN)

The RMDR (Reciprocal Mixing Dynamic Range) and SBN (Sideband Noise) values are among
the most important criteria for a receiver. They describe the dynamic range loss of a receiver
due to unwanted sideband noise. High levels of sideband noise can mask a small signal next to
a large signal, effectively rendering a receiver "deaf." Increased sensitivity or improved
selectivity are of no help in this situation. During the sampling process, the clock generator's
SBN mixes with the received signal, potentially masking it with noise. Therefore, the clock
generator's phase noise should be as low as possible (<-130 dBc/Hz) and the resulting RMDR
as high as possible (>110 dB).

Low Phase Noise
0CcXO fe=10MHz RMS

- 160dBm/Hz CW, B=500Hz Voltmeter

+3dB

fe=10MHz, P=0dBm

Figure 3: Measurement of RMDR and SBN

To determine the RMDR in the 40m band, a low-noise 10MHz signal (OCXO from KVG) is fed

into the receiver and the rceiver frequency is adjusted to fe=10MHz +/-1kHz.Then the signal

power (Pi) is increased until the (S+N)/N at the voltmeter reached a value of +3dB above the
receiver background noise of MDS=-132dBm/Hz (see Table 1).

This was done at a Pi of -23dBm from which a RMDR was calculated of

RMDR=Pi — MDS =-23dBm -(-132dBm) =109dB
and a sideband noise (SBN) of
SBN = RMDR + 10logB = 109dB + 27dB = 136dBc/Hz

Reciprocal Mixing Dynamic Range (RMDR)

————— KT Pi
BWR —>+

Signal
\ RMDR = Pi - MDS

SBN

N

3dB above noise - ¥-

I
Offset DC4KU

Figure 4: Determination of SBN and RMDR using a low-noise CW signal

Similarly, the RMDR and SBN are also determined at larger frequency offsets to the carrier
(Table 3), from which the curves in Image 5 and 6. The resultis: the larger the RMDR or the
smaller the SBN, the greater the receiver's dynamicrange.
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Settings IC7300MK2: CW, B=500 Filter, Preamp off, Att. off, NR off, NB off, AMP off

Offset (kHz) Pi (dBm) RMDR (dB) SBN (dBc/Hz)
1 -23 109 -136
2 -22 110 -137
3 -18 114 -141
5 -15 117 -144
10 -12 120 -147
20 -10 122 -149

Table 3: RMDR and SBN in carrier spacings from 1 to 20 kHz
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Figure 5: Curve of RMDR and phase noise as a function of carrier spacing (offset)

Result: The RMDR of the IC-7300MK2 is 7dB higher than that of the IC-7300 at a distance of 1 kHz.

IMD3 test, dynamics and IP+

The usable dynamic range of a receiver is limited by the noise floor for small signals and by the
presence of intermodulation products for large signals. To determine the receiver's
intermodulation immunity, two CW signals of the same level and small frequency separation (f1
=14.100 MHz, f2 = 14.102 MHz, delta f = 2 kHz) are combined with the receiver's RF input via
a combiner andattenuator.

f1=14.100MHz

IP+ on/off
CW, B=500Hz RMS-
0-50dB - e = Voltmeter
2x-10dBm - = =T -
P - :

Hybrid N
Combiner

@%

f2=14.102MHz

Figure 7: Measurement of 3rd order intermodulation (IMD);) with a 2-tone signal

An audio voltmeter is located at the receiver's audio output, which measures the levels of
the interference signals during a 600 Hz superposition tone. The level of the two-tone
signal (Pi) is then increased until the third-order intermodulation interference (IM
interference) at 2xf1-f2 and 2xf2-f1 appears at +3 dB above the background noise of MDS = -
132dBm/Hz (see Table 1) and, according to (S+N)/N=2, thus corresponds to the level of the
background noise.
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This was done at Pi = 2 x -56dBm, from which a DR was calculated.;(3,4-order IMD Dynamic Range)
results from

DR; = Pi - MDS = -56dBm - (-132dBm) = 76dB (blue curve).

The 2-tone level (Pi) is then gradually increased in 1dB steps and the resulting IMDs-levels are
measured and noted, from which the IMD3-curve (blue curve) in Figure 8 results.

When "IP+" is activated, dithering/randomization occur in the A/D converter, causing the
IM products to decorrelate and disappear into the noise. The first IMD; products with +3dB
above the noise floor only occur at Pi=2x-39dBm, resulting in a dynamic range of

DR; jp+ = Pi - MDS = -39dBm - (-131dBm) = 92dB (green curve).

The IM stability is therefore increased by 16dB with IP+. Another positive aspect is that the
receiver noise only increases by 1dB (8dB for the IC-7300) when IP+ is activated. The highest
dynamic range is achieved only in the so-called "sweet spot,” at an input level of Pi = 2x -25dBm.

DR;3p+max=Pi - IMD=-25dBm - (-123dBm) = 98dB (green curve, red dot)
Settings IC-7300MK2: CW, BW 500Hz, Notch off, NB off, NR off, AGC off, IP+ on/off
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Figure 8: Interference-free dynamics as a function of the modulation (Pi)

Preamplifier 1P+ off IP+ on
off 76dB 92dB
P.AMP1 76dB 93dB
P.AMP2 78dB 92dB

Table 4: DR3 as a function of IP+ and P.AMP

In the course of the curves, itis fundamentally important that both curves are below the Rural
Noise (urban noise) or Urban Noise (rural noise), i.e. with the antenna switched on, the
resulting IM products are always below the background noise and only appear as an
interference product at levels greater than -15dBm (S9+58).

Note: Unlike analog receivers, direct sampling SDR receivers do not have "1dB compression" or
a "3rd order intercept point" (IP3). These features do not exist.
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Dynamic range measurement using NPR (Noise Power Ratio)

Instead of a two-tone signal, the receiver uses a noise generator with white light. Noise
leveled above a certain noise level (4), the receiver becomes overloaded and generates
intermodulation in the form of additive noise. To make this noise increase measurable and
visible, a narrowband, steep notch filter (in this example, 2.4 MHz, B=10 kHz) is placed
between the noise generator and the receiver. This filter completely suppresses the noise at
its cutoff frequency (attenuation >100 dB), so that in the unloaded state, only the receiver's
inherent noise (MDS = -131 dBm) is measurable at the filter's base. However, as soon as the
receiver produces distortion (IM, harmonics, etc.), this becomes visible as a slight noise
increase of 3 dB at the notch filter's base or on the RMS voltmeter.

, IC-7300MK2
N°'Sg gmeramr Notch filter CW, RBW=500Hz, MDS=-131dBm

e 2.4MHz e oy e —— RMS-
y Voltmeter

- -

N;ise
> ‘ +3dB

SDG6022X fe=2.4MHz

Figure 9: Measurement setup

TheNPRofthe IC-7300MK2is determined below; the measurementsetupisshown Image9.
Forthis purpose, anoise band from 0to 5 MHzis generated (SDG6022X) and its power (PtoT)
increased until the noise at the bottom of the notch filter rises by 3 dB, thus indicating the
receiver's output limit. At a noise level of PpeapAt -14 dBm/0-5 MHz, the receiver generates
distortion products that are +3 dB above its noise floor and, according to (S+N)/N=2,
correspond to the determined sensitivity of -131 dBm/500 Hz. The difference between the
injected noise power (Ppeap) and the sensitivity (MDS) of the receiver, corresponds to the
NPR.

NPR = P1or- MDS = -54dBm - (-131dBm) = 77dB
with: Pror=-14dBm/5MHz = -54dBm/500Hz and MDS = -131dBm/500Hz

Measurements at the transmitter

RF output power of the transmitter

To determine the maximum RF output power (PEP), an 800Hz AF sine wave (CW signal) is
applied to the microphone input and the RF output power (PEP) is measured across a 100W
load resistor with -50dB coupling using a spectrum analyzer (Image 10). Since the selected
filter bandwidth of the transmitter is 2.4 kHz and the analyzer operates with a span of 10 kHz.
The harmonics of the modulation signal can also be measured within the filter, with a
suppression of >60 dBc at 1600 Hzand 83 dBc at 2400 Hz.

This high harmonic separation shows that the transmitter's modulation is highly linear,
resulting in clean and clear signal transmission (speech). Atf = 14.1 MHz, the transmitter
generates a maximum power of

Pa (PEP) = 0.22dBm + 50dB attenuation = 50.22dBm = 105.2 Watts
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Figure 10: Max. RF output power in the 20m band, span 10kHz

Settings IC-7300MK2: SSB 2.4kHz, RF Power 100%, Mic Gain 20%, supply 13.8VDC

3.6 MHz 14.1 MHz 28.1 MHz 50.1MHz

Frequency

109.5 105.2W 102.3W 87.5W

Maximum Power (PEP)

Table 5: Maximum RF output power on the bands

Harmonic suppression of the transmitter

For this purpose, the analyzer's span is increased to 30MHz, so that the transmitted signal of
f=14.1MHz and its first harmonic at 28.2MHz become visible on the screen (Image 11). In this
measurement
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Figure 11: Useful signal of 14.1 MHz and 1st harmonic at 28.2 MHz, span 0-30 MHz

Care must be taken to ensure that the analyzer itself does not generate any harmonics that
could distort the result. The harmonic separation of the analyzer itself must be at least 80 dBc.
Therefore, an attenuation of 60 dB is inserted between the transmitter and the analyzer,
ensuring that the analyzer operates in the linear region. The first harmonic of the carrier signal
at 28.2 MHz is shown in the noise, with a suppression of >74 dBc. The harmonic suppression
in the bands from 3.7 MHz to 50.1 MHz shows Table 6.
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Settings: NF signal 800Hz, SSB 2.4kHz, RF power 100%, supply 13.8VDC, HF power 100Watt

Frequency 3.7MHz 14.1MHz 21.1MHz 28.1MHz 50.1MHz

suppression of
1. Overtone

80dBc 74dBc 68dBc 65dBc 80dBc

Table 6: Suppression of the transmitter's first harmonic on different bands

Intermodulation of the transmitter

The intermodulation of the transmitter is determined using a 2-tone audio frequency generator
(f1=800Hz, f2=1200Hz, Deltaf=400Hz) (Image 12). To do this, connectthe 2-tone generatorto
the microphone input of the IC-7300MK2 and increase its summed level until the transmitter
reaches its maximum power (PEP). A dummy load with a -50dB output (1mW) is connected
to the transmitter's output, which routes the attenuated signal to a spectrum analyzer or
oscilloscope.

f1=800Hz

f=14.1MHz
SSB, B=2.4kHz Spectrum

50dB Analyzer
watt | | Dummy

meter Load

Scope

50 ohms

DC4KU

Figure 12: Measurement of transmitter intermodulation

Since the transmitter is driven by two closely adjacent AF sine signals of the same level, a
so-called beat frequency occurs, in which the signals add up or cancel each other out (Image
13). The average power of a 100W transmitter therefore only reaches 2 x 25 watts = 50
watts at its peak, which is 6dB below the transmitter's maximum power of PEP = 100 watts.
Only at the maximum of the during beating, the voltage doubles, thus generating four
times the power of a single tone, and only now does the transmitter produce a maximum
power of 100 watts PEP.

r’/\;’\’\/\ _______ I

= 0,7 Volt

v N H H H H _________ %?‘_T? ______

2

/ \_/ ‘\j ‘J \‘/ \,/ P(PEP)=I{RLLff=10mw

10mW + 40dB = 100 Watt

Figure 13: RF 2-tone signal with PEP = 100 watts on the oscilloscope
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Figure 14: Intermodulation of the 2-tone transmitted signal at f=14.1MHz, span=10kHz

Note: If using a wattmeter to measure power, you must check whether the The wattmeter
is calibrated in Average or PEP mode. If the wattmeter is set to Average, it will not display the
peak value of 100 watts during this measurement, but only 50 watts.

Settings: Audio signals 800Hz and 1200Hz, SSB 2.4kHz, RF power 100%, supply 13.8VDC

Frequency 3.6MHz | 7.1MHz | 14.1MHz | 21.1MHz | 28.1MHz | 50.1MHz
IMD3 spacing 38dBc 41dBc 37dBc 35dBc 30dBc 31dBc

Table 7: IMD; - Distances of the transmitter on the bands

The resulting intermodulation distortion of the transmitter at fs=14.1MHz shows Image 14. The
IMD3;These products are of particular importance because they are generated very close to the
carrier signal, in this case at a distance of only 400 Hz. Good transmitters suppress IMD.3-
Products at full control around

For IMD values greater than or equal to 30 dBc, higher-order IM products should decay
relatively quickly to avoid interfering with adjacent channels. For the IC-7300MK2, IMD is...;At a
spacing of 37dBc, the other IM products (IMD 5, 7, 9...) decays faster than with the 1C-7300.
Even at a small frequency spacing of +/-4 kHz, the IMD products are suppressed by >90dB and
disappear into the noise. Table 7 shows the determined IMD3;-Spacing on the different bands.

Measurement of intermodulation with a noise signal

Theintermodulation of a transmitter can also be determined via a noise signal (Image15). For
this purpose, a white noise band of, for example, 0-5 kHz is fed into the microphone input,
and the transmitter is adjusted for maximum power by setting the noise amplitude. The result

Noise-Generator fe=14,2MHz
froice= 0-5kHZ SSB, B=2,4kHz
50dB
Dummy Spectrum
Load : Analyzer

U =10mV MicGain 50%

Figure 15: Measurement of transmitter intermodulation with noise
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of the measurement with P=100W (yellow) and P=40W (violet) power shows figure 16. The
almost rectangular block (envelope) in the middle of the spectrum shows the bandwidth of the
SSB filter used (2.4 kHz), driven by white noise. At the base of the envelope, the IMD products
start at intervals of approximately 32 dBc, their levels decreasing relatively rapidly towards
higher and lower frequencies.
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Figure 16: Noise signal at 100 watts (yellow) and 40 watts (violet), span 20 kHz

The measurement result with noise is much more informative than just two spectral lines
because, in principle, a continuous spectrum with infinitely many spectral lines is displayed.
The important aspect here is that the IM products to the left and right of the desired
channel decay relatively quickly so that adjacent channels are not affected, whichis the
case with the IC-7300MK2. The IM distortion curves decay somewhat faster here than with
the 1C-7300.

TX sideband noise

The SBN (sideband noise, phase noise) of the transmitter is another important criterion for
evaluating its quality. In the frequency domain, the phase noise of a CW signal becomes visible
as noise sidebands to the right and left of the carrier (Image 17). If a transmitter has significant
sideband noise, a nearby, weak signal can be masked in the reception range, causing the
affected receiver to lose sensitivity. Therefore, the SBN of a transmitter (TX-SBN) should be as
low as possible.

strong SBN low SBN
small signal small signal
bad good f

Figure 17: Water level loss in the adjacent canal due to SBN
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A direct SBN measurement using a spectrum analyzer is unfortunately not possible because
its dynamic range is insufficient. However, the measurement becomes possible using a
narrowband notch filter, which suppresses only the carrier signal by up to 70 dB. In this
example, | am using a quartznotchfilter (3) inthe40mband (fo,=7.1617MHz, B=+/-1.2kHz)
whichonly suppressesthecarrier signal and allows the sideband noise to pass freely to the
right and left of the filter stopband at a distance of >= +/- 1kHz (Image 18).

Spectrum Analyzer
Att. Off, 20dB-Preampl. On

Notch-Filter
f 40dB -70dBm suppressed
Dummy Load Gl oder / carrier
8 100W +2dBm I 0Bm
| F—P— | SBN SBN
1
f f0+Af | /\:\
CW, B=500Hz fO f0+ Af
Attenuation 2dB/70dB

Figure 18: SBN measurement using a notch filter

First, the transmitter's 100W CW signal (RTTY) must be reduced to a low power of approximately
1mW using attenuators to prevent damage to the downstream electronics. Then, the carrier
signal frequency must be adjusted to the filter's passband, for example, fo+1kHz and adjust the
resulting level at the output of the notch filter to a reference level of 0dBm via an adjustable
attenuator.

Then adjust the transmitter's frequency to the center frequency (fy) of the notch filter, which
suppresses the signal by 70dB. Due to the strong signal suppression, the analyzer is now

set to its maximum sensitivity of -162dBm/Hz with 0dB attenuation and the +20dB preamplifier
preamplifier engaged, without being overloaded. Everything that is now measurable to the

left and right of the notch filter's cutoff frequency is the transmitter's sideband noise.

In the test, | used an IC-7300MK2 and an IC-7300, whose SBN was measured and recorded

at intervals of 1, 3, 5, 10, 20, 50 and 100Hz relative to the carrier (Table 8). The resulting SBN
curve shows Image 19.
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Figure 19: TX-SBN from the IC-7300MK2 and IC-7300 at an offset of 1...100kHz
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Offset (kHz) 1 3 5 10 20 50 100
TX-SBN (dBm/Hz) -138 -143 - 142 -138 -136 | -141 -144

Table 8: TX-SBN in offset from 1 to 100 kHz

The waveforms of both transmitters show that the IC-7300MK2 exhibits significantly less noise
near the carrier frequency than the IC-7300. At a 1 kHz offset, the difference is 11 dB, which is
advantageous in practical operation. ICOM specifies a 12 dB improvement in its "TX Phase
Noise" at this point in the IC-7300MK2 datasheet.

1IC-7300MK2 with lcom RS-BA1

Installing RS-BA1 on the IC-7300 is quite complex and time-consuming. The main reason is that a
server, such as a PC or Raspberry Pi, has to be connected between the IC-7300's USB port and the
router, and errors often occur during the numerous configuration steps. These problems are solved
with the IC-7300MK2, as Icom has finally managed to integrate a server into the transceiver, which
connects directly to the home router via a LAN interface (Image 20).

This significantly simplifies the installation of the RS-BA1. Due to the direct LAN (Ethernet) connection
between the router and the IC-7300MK2, the data transfer speed is also increased, which is noticeable
during operation.

Heimnetzwerk Internet

I
|
|
IC-7300MK2 |
|
|

Client
REiET > > PC, Notebook

| RS-BA1 V2
LAN/ |
Server WLAN |
I

T

Client | PC, Notebook :
RS-BA1 V2 |
I
1

Figure 20: Remote Control of the IC-7300MK2 - Locally and via the Internet

Before starting the installation, RS-BA1 must be upgradet to version 2.80, if it hasn’t not already
been done. For this, open https://www.icomjapan.com/support/firmware driver/4490/ and download
and install the RS-BA1 Version 2.80 update. After the update is complete, connect the IC-7300MK2 to
the router (in my case, a Fritz 7490) using a LAN cable and switch on the IC-7300MK2. Then open the
routerand go to the...Network settings. The IP address of the IC-7300MK2, which was recognized by the

v W FRITZ!Box 7490 x s = [m] X

<« C A Nichtsicher 192.168.178.1/#netDev Qax @0 @

FRITZ!Box 7490

@ Internet

¥ Heimnetz > Netzwerk ?
A, Telefonie
Netzwerkverbindungen Netzwerkeinstellungen
&P Heimnetz ~ —_—
Name Verbindung |P-Adresse Eigenschaften k74 1-89-
Mesh - IR
@& ESP-FFBET1-hama = WLAN 192.168.178.83 Mbit/s K4 {@

USB / Speicher @ 1c-7200MK2 % LAN 1 mit 100 Mbit/s 192.168.178.142 ,/

Mediaserver

> @ iPadgs-Werner = WLAN 162.168.178.140 52 BGB//{T80, 4

Figure 21: IP address of the IC-7300MK2 in the router
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router as a new device on the network, can be found on my system at the IP address 192.168.178.142.
(Image 21). Since the router doesn't recognize the TRX's name, it refers to it as PC-00-90-C7-16-69-44.
This designation should be changed to "IC7300MK2" so that it can be found later in the router settings.

IC-7300MK2 default settings

On the IC-7300MK2, under SET, select "Networkgo where underDHCPThe IP address assigned to
the IC-7300MK2 by the router is displayed, in this example 192.168.178.142 (Image 22) and under the
Network Name: IC7300MK2 (Image 23) stands.

NETWORK (* Valid after Restart) 1/2 NETWORK (* Valid after Restart)

DHCP *
ON (19 78.142) A

Network Name

Remote Settings

Figure 22: IP-Adresse of the IC-7300MK2 Figure 23: Open Remote Settings

Next, open Remote Settings, where the default ports 50001, 50002, and 50003 are displayed
(Image 24). Since | am already using these ports for another transceiver, | will change them to
50031, 50032, and 50033 (Image 25). If this is not necessary, leave the default settings as they are.

REMOTE SETTINGS (* Valid after Restart) / REMOTE SETTINGS (* Valid after Restart)
Network Control * Network Control *
ON ON
Power OFF Setting (for Remote Control) Power OFF Setting (for Remote Control)
Only Shutdown Only Shutdow
Control Port (UDP) * Control Port (UDP) *
50031 50001
Serial Port (UDP) * Serial Port (UDP) *
50032

Figure 24: Default Ports Figure 25: Changing the ports (if necessary)

Next, open Network User 1 (Image 26), enter a password of your choice under "Network User 1
Password" (write it down!), and set "Network User 1 Administrator" to YES (Image 27).

NETWORK USER1 1/1 NETWORK USER1
Network User1 ID Network User1 ID
A

Network User1 Password Network User1 Password

Network User1 Administrator v Network User1 Administrator
NO

o)

Figure 26: Enter Network User 1 Password Figure 27: Network User 1 Administrator: YES
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Installation of RS-BA1

After installing and updating RS-BA1 V2, two icons appear on the PC screen labeled "lcom
Remote Utility" (red) and "RS-BA1 Remote Control Ver2".(Image 28). Withlcom Remote Ultility.
The connection between the router and the server of the IC-7300MK2 is established and with
RS-BA1 Remote Control Ver2The software was started.

o o

lcom Remote Utility R5-BA1 Remote
Control Ver2

Figure 28: Remote Utility and Remote Control

Launch the RS-BA1 Remote Control Ver2 software

First, open the lcom Remote Utility and select the Server List (Image 29). From there, select "Add"

to locate the server within the IC-7300MK2. Under "Add Server," enter the Server Address
(192.168.178.142) and the Control Port (50033 or 50001) (Image 30); in the subsequent menu, enter
the User ID (identifier) and a password of your choice (Administrator Password) - which you should be
sure to write down (Image 31). After clicking "Next," the program searches for the server, and after a
few seconds, the message "Add Completed" appears (Image 32).

(&) 1com Remote Utility - o X RS e 7 X
File Setup Wizard Optiens Help
RadioList ServerList \ E| Server Information
Enter the Server Address or Netwark Name and Contral part
Enter the Server Address or Network Name, and then click <MNext>
If the Control port of the Serveris changed, enter the number.
Server Address or Network Name
| 192.168.178. 142
Control Port (UDP)
50031
Add | | Next > ‘ Cancel ‘
Figure 29: Remote Utility, Server List Figure 30: Entering Server Address and Control Port
Add a Server ? X Add a Server 7 x
User ID and Password Add completed
Enter the User ID and Password to use to access the Server.
Enterthe User ID and Password that are registered to the Server. Adding the Server has completed
Click <Next>to connect to the Server. Enter the Server description. Click <Finish>, if there is nothing to change:
Server Description
UserD  [wemersg
Password mm—— The fallowing radios that are registered to the Server are added ta the Radio List
To connect to the radio, using the Radio List screen,
-IC-7300MK2
<mack | mext> | concel | Frish |
Figure 31: Entering User ID and Password Figure 32: Add Completed

After clicking "Finish," the Icom Remote Utility reopens and displays the detected IC-7300MK2 - along
with its IP address (192.168.178.142) - as "Connected" under the Server List (Image 33). Under the
Radio List (Image 34) the IC-7300MK2 appears with its details and after clicking "Connect" it is displayed
as << Connected >>. All settings within the Icom Remote Control utility are now complete.
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lcom Remote Utility =
File Setup Wizard Options Help

Radio List Server List 1
/' §

X lcom Remote Utility
Setup Wizard Options  Help

El Radio List l Server List |

192_168\178_142
Address 192168178142

Connected Contriol Port (UDF) - 50031
Uszer 1D werhersg

Intermet dccess Line  FTTH Roundtip 2msec Packet Loss 0%

1C-7300MK2

<< Connected >>

| =

Settings ‘ Disconnect ‘ AF

LDIN- [i= 0=1]

Figure 33: Server List, Connected

Figure 34: Radio List, <<Connect>>

If the server cannot be found, you should open the settings under "Radio List" and "Server List"
to double-check the configuration data. It may be necessary to specify a missing Virtual COM
Port; in this example, Port 9 was selected.

Finally, launch the RS-BA1 Remote Control Ver. 2 software (Image 35). Upon the initial launch,
an error message will appear because the settings have not yet been configured.

Connect Setting *
Model
B 5.1 e Cone | T -
File View Option Help CammzsiEn
(U] =) [Lan =
Connect = Connect Set  Exit Femate Utility
TcoM REMOTE CONTROL SOFTWARE. RE—BA1  gayn |IE-?SDDMK2 j
TRANSMIT
'8 Search
35
TUNER
Cl4
TUNE
- COM Part Baud rate(bpsz]
s [ ——
Cl addigss Cl4 address
[Radio) [R5-BAT]
NOTCHI |Be [E0 ~|
NOTCH2
APF Audio Device [Voice Memary]
MODE
Pk i [ICOM_WALDIOA fleom Vitual dud— ~|

DIGISEL
MEMORY

SIGNALING [ IC-Pw1 or IC-PwW2 iz connected.

' TON/DS5Q) r

MP-W MP-R

MEMO GROUP
¥ A v A

-
v Software closing tums OFF the Radio.

oK

DOWN UP  DOWN UP

MW M-CLR

Figure 35: RS-BA1 powered on (not yet started) with open "Connect Set" (right)

To resolve this, open "Connect Settings" and proceed as follows: Under "Model" and "Remote
Utility," select "IC-7300MK2"; under "Connection," select "LAN." The appropriate CI-V Address
(Radio) can be found on the transceiver itself by navigating to Menu -> Set -> Connectors -> CI-
V -> CI-V Address; the default value is "B6". Under "Audio Device," select "lcom_VAUDIO-1" to
ensure that audio transmission functions correctly later on.

This completes the installation process. Launch RS-BA1 once more; the IC-7300MK2 will power
on, and signal transmission to the PC/notebook (client) will begin (Image 36).
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B RS-BA1 Remote Control — (m] X
File View Option Help

g

Connect Memary N e S: Exit

BAND FILTER
TRANSMIT| | (B 30 SFT 0] _m 1.8 FILTER

35 TWINFBT
TUNER AGC-MID

TUNE ) i
ANT = TSET rILJ
MONI 3.753.0

BKAN -

TS-1k
B Spectrum Scope e
SPECTRUM SCOPE CENTER Grid  5k/10dB

+25k

PAMP

TEW MID
MODE
PSK
DIGI-SEL
MEMORY

SIGNALING
MPW MP-R
ITON/DSQ

MEMOC GROUP
A ¥ A
UF DOWN UP

5 10 5 ] “5 o +1s
REF Level VBW  Averaging | MAXHOLD
+ 0.0dB NAR 3 CLEAR

MW M-CLR SET

Figure 36: Display of the remotely controlled IC-7300MK2 shown on the PC/Notebook in the Shack

Note: RS-BA1 is compatible with a wide variety of Icom transceivers. In the example shown in
Image 37, an IC-705 is configured via Wi-Fi, an IC-7300 via a server PC, and an IC-7300MK2
via LAN. The installation process is slightly more complex only for the 1C-7300, as its USB port
cannot be connected directly to the router; consequently, an intermediate server PC equipped
with a LAN/Wi-Fi connection must be placed between the IC-7300 and the router.

lcom Remote Utility = O X
File Setup Wizard Options Help
Radio List | serverList | ]
IC-705 (IC-PO5 WLAN 192.165.175.42)

Serial Data
<< Connected >> 19200bps C14 Addiess 24
“irtual COM Port Number 10
Audio Device

Speaker Default Device
tdic Default Device
Witual Audio ICOM_VALDIO-T [I= 0=2] AF MOD
|C-7300 13503 (c-7200 UsE! 192.168.175.88)
Serial Data

<< Connected >> 115200bps CI- Address 94
“irtual COM Port Number 3
Audio Device
Speaker Default Device
hic Default Device
irtual Audio |COM_WALIDIO-3 [1=0 0=3]

|C-7300MK2

<< Connected >>

Ul

Default Dey

g
@
&
o
=]
=
m
o
-
=
bl
=4
=}
|==|

Settings ‘

Figure 37: Various TRXs connected via WLAN, USB, and LAN

Remote Control via the Internet

After installing RS-BA1, remote control functions within the local network but not yet over the
Internet. To access the transceiver from outside your home network, three specific ports on your
router must be opened for Internet access. Once configured, the transceiver can be reached via
the router's public IP address. Since routers typically change their public IP address on a daily
basis, you must look up your current public address (e.g.,using a service like "whatsmyip") every
day before you can resume remote control of the transceiver. To bypass this inconvenience, you
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can utilize services such as https://dyn.com.These services allow you to generate a fixed IP
address, enabling you to access the transceiver at an address like xxxx.dyndns.org.

However, | advise against this method of remote control. Since it relies on a public IP address,
the Internet connection offers only limited security; anyone who knows the transceiver's IP
address and port number could potentially access and activate the device. Even if the device
itself is password-protected, it poses no significant challenge for a hacker to infiltrate the router
and wreak havoc within the network. To effectively safeguard your router and network against
unauthorized access, the only reliable solution is a "Virtual Private Network" (VPN). With a VPN,
data from the Internet is routed to your router as if passing through a private tunnel (Image 38),
thereby remaining protected against external attacks. Under this configuration, port forwarding is
no longer required.

Client

Windows PC/Notebook
FritzBox
+

MyFritz VPN

Internet

RS-BA1

Figure 38: Secure Data Transmission via MyFRITZ! and VPN

The VPN installation process was described in (5); furthermore, those who own a Fritz!Box enjoy
an additional advantage, as Fritz provides the setup and operation of a VPN via the Fritz server
completely free of charge.

After successful VPN installation, the IC-7300MK2 (like other transceivers) can be accessed
worldwide via the Internet by simply by entering the transceiver's IP address into your remote
control software (any software). Because the signal is routed through the VPN tunnel to the
router and the transceiver, it behaves as if the connection were established at home on your
home network! If the VPN is deactivated, the IC-7300MK2 can no longer be accessed; instead,
the error message "Unknown" appears.

Remote Control with SDR-Control
With the App “SDR Control”, the IC-7300MK2 can also be controlled remotely using an Apple
iPhone or iPad. The installation process is extremely simple. Install and launch the app on your

waterfall ~ Modes Tools IC-7300 &

Save

. B 3.723.200

Address: 192.168.178.142

Password:

Port: 50031
Low Bandwidth
Connect: d A '
lag v W ,Lﬂ.,,_nk_ﬂ._4..¢ el s b
Usernarme: wern — =
G

i <2 WD | )

Figure 39: Remote control of the IC-7300MK2 with an Apple iPad
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iPhone or iPad, then simply enter the IP address, port, username, and password (Image 39).
That’s all there is to it. The app works both within your home network and globally via the
internet.

Werner Schnorrenberg
DC4KU
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